OPERATIONAL SERVICES DIVISION

Job Aid:

Ensuring Document Confidentiality

This Job Aid explains how to:
e Ensure confidential vendor documents submitted with quotes do not display publicly after award.

Of Special Note:

Documents submitted with quotes during the bid process normally become part of the public record after award. At times
vendors may submit documents with their quote that contain sensitive information. Examples of these documents are:
W9, Standard Contract Form, Commonwealth Terms & Conditions, EFT and Contractor Authorized Signatory Listing. In
effect, anything that is not subject to FOIA should not display publicly.

Prior to quote submission vendors should mark these documents as confidential. However at times they may not. It is
incumbent on the buyer to review all submitted documents and designate any documents that should be confidential as
such, prior to bid award or the creation of the Master Blanket Purchase Order.

Screenshot Directions ‘
1: Launch the COMMBUY'S website by entering
< :@MMBUYS the URL for COMMBUYS
e PERATICMAS SEEAnerb e a ST (https://www.commbuys.com) in the browser.
Canante, MBS ot o et et e 0 e e et o e Enter your Login ID and password and click the
order to promote transparency, incresse competition, and schizve best value for Massschusstts taxpayers. LOgIn bUttOﬂ on the COMMBUYS Iandlng paQE-

COMMBUYS INFORMATICN:
For meore information on COMMEBUY'S plesse visit the COMMEU™'S support pages.
Training 3 gistration for Purchasers

ing n_for Sellers

Information about Statewide Contract Purchasing
Statewide Contract Index, Contract User Guides and Procurement Schedule

UNSPSC Look-Up Tool for Buyers and Vendors
UNSPSC Look-Up Tool
UNSPSC Look-Up Tool Instructions

If you have any questions or concerns contact the COMMBUY'S Help Desk at COMMBUY Sfistate. ma. us or ring us
during normal business howrs (BAM - 5PM Mondsy — Fridsy) st 1-B88-827-B283 or 817-720-3157.
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Directions

2: To locate your Bid click on
Documents>Bids>Ready to Open.

Bids Ready To Open
sy
Bid#

BOH8-VZ1- Y202 XYZ02-00N0M7

Buryer Descripion Bid Opening Date
ol Comparet Cenfiendaity Bd L |
b

Copyriht 2015 Periscope Holdings, e, - Al Fights Resenved

3: Click on the appropriate bid number to open
the bid.

Open BD-16-XYZ1-XY202-

e e e il

s 205 e [

4. The bid opens to the Summary page.

e Scroll to the bottom of the page and click
Open Bid.

¢ Note the bid status will change to 2BO-
Opened.
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OPERATIONAL SERVICES DIVISION

Job Aid:
Ensuring Document Confidentiality
Screenshot Directions
Open Market Bd BD-16-XY21-XY202X1202.00000004784. wem-oees 8 B Seroll to the bottom of the page and click the
i R SR BTG R RS R TR | Bid Tab button.
| | 1
|| RTINS T B T |
B Tabuation for B #8D-46-XYZ4-XYZ02 Y202 00000004754 6. The Bid Tabulation page opens to the Quotes
[N Gevoions fems  NewserGuestions  Subcontiacors Rowtva  Atschments Score  Summany  fackls 1 Tab.
o - e | e — e Click on the Quote Number or the View Quote
! - e ey | e link to open the vendor quote.

Quote QT-XYZ-XYZ02-XYZ02-00000007673 - Kramerica Industries | " =" " Attachments:

Gowl  lens  Owsiors  Sbomcs | Temsd Coofirs Emnm Pewce Fanedes | | Summany|

Header Information
Quote QTN Z1-Xr 202X 2020000000773 Bid & BO-E-I0/Z1- XY 2000202 D0000004T54 Status:
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OPERATIONAL SERVICES DIVISION

Job Aid:
Ensuring Document Confidentiality

Screenshot Directions

8. Note the Name and the Confidential columns.

Name I Description Confidential . . .

T — Contvacts Authorzea Sgoatory 9 Any documents marked confidential will not
PR I @] display publically.
BFR. req-specs dock -mpﬂﬂmmﬂﬂs‘ [
EET_FORM.gof Blctronic Funds Transfe Fom €l In this example the bidder submitted a completed

W9 but did not check the Confidential box.
Nao Form Attachments
[ Save & Continue Close Window

Quote QT-XYZ1-XYZ02-XYZ02-00000007673 - Kramerici 9. Check the Confidential box next to the W9
then Save & Continue.

General  Rems uestions Subcontractors | Terms & Condtces | | | Attachments(4]| | | Evaations Preference Resmindars Summae)

The bid may now be awarded. Confidential
s |

documents will not display publically.

Name Description Confidential
Contractor Autherized Signatory.rif Contractor Authorzed Sgnatory el Important Note. If for Some reason a
pewmass w.doc We il I . . .
confidential document is not marked as such at
BFR. f09-80ecs docy RFR Photograpty J . . .
o — = this time, the buyer has another opportunity to
mark the document confidential. This must be
Foms during the creation of the Master Blanket
o Form Attachments

Purchase Order. Proceed to Step 10

is.uara-m i| Close Window |

Bid Tabulation for Bid #BD-16-XYZ1-XYZ02-XYZ02-00000004754 10. After award’ click the Create PO button
Quotes Revisions Items Header Q i Routing Score Back to Bid

Confirmation Messages

* Changes saved successfully.

Bid Tabulation Information

Total ltem Count: 1 Total Awarded Quote Count: 1 Bid Status: 284 - Bid Approved (Ready for Vendor Awarding)

| cresero ][ Prnt

Copyright© TITETErREopeToREDS, hc. - Al Rights Reserved
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OPERATIONAL SERVICES DIVISION

Job Aid:
Ensuring Document Confidentiality

Screenshot

Bid BD-16-XYZ1-XYZ02-XYZ02-00000004754 - Purchase Order Creation Preview
1 purchase order will be created for the following quote:

Quote # Vendor ID

QT-XYZ1-X¥ Z02-XvZ02-00000007673 00014302

@ Cick Continue’ button to create PO or click ‘Cancel & Exit button to cancel the PO creation and return to the bid tabulation summary page.

[ Continue N cancelaExt

Open Market Bid BD-16-XYZ1-XYZ02-XYZ02

The folowing Purchase Order(s) were created:

PO®
PO-16-XYZ1-XYZ02-XYZ02-00000004831

Copyright © 2015 Periscops Holdings, Inc. - Al Rights Reserved.

Directions ‘

11. The Purchase Order Creation Preview
displays.

Leave all options checked. Click Continue.

Critical Notes:

Purchase order creation options:

e Haratve tems e If any options are unchecked they will
::: ::’f"“:::::::;:‘m not display in the PO but you will lose
B st 56 ot the ability to mark the document

B mcude Quots Subcontraciors confidential. They will display

) ckge Vendor Quoe Atachments publically in the quote.

¥ mclude Forms

e If you do not want certain documents
included in the MBPO do not uncheck
them here. Delete the documents from
the MBPO attachment tab.

12. The PO has been created. Click on the PO#
link to open the PO.

Open Market Purchase Order PO-16-XYZ1-XYZ02-XYZ02-00000004831
nouh:«nes Change Orders  Reminders | Summary l

PO-16-XYZ1-XYZ02-)YZ02-00000004831

General Bems Vendor Address

Header Information
Purchase Order Number:

Release Number:

Status: I - In Progress Purchaser:
Fiscal Year: 2018 PO Type:
Organization: Department of Procurements

Department: X¥Z02 - Procurement Location:
Alternate 1D: Entered Date:
Days ARO: o Retainage %:

13. From the PO Screen click on Attachments.
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Job Aid:

Ensuring Document Confidentiality
Screenshot Directions

14. Click on the Vendor sub-tab to view Vendor
General Rems Vendor Address Accounting Routing | Attachments(6) | Notes Change Orders Reminders Quote attachments.

Agency2)

o Marking an item "Confidential" will ensure the document is only seen by relevant and wil not be di yed publicly.
Files
Show
Name Description Vendor Cof
SDP Pian Form 1.docx 2]
SOP Plan Form 2.docx |
Agency(2) 15. Review all documents and mark confidential
as required.
@ Warking an item"C ial" will ensure the is only seen by relevant personnel and will not be displayed publicly.
Hame Description Confidential
[ Authorized Signatory.rtf Contractor Authorized Signatory ]
RFR. req-specs.docx RFR Photography &}
EFT_FORM.pdf Electronic Funds Transfer Form [+

[ 16. Save & Continue.

Mamve Dwscription Confidental Vendor
Contractor Authorized Signatory.rtf Contracter Authorized Signatory v Kramerica ndusiries
DewmALE whdos Wy [ Kramerica ndustries.
RFR. req-: X £ RFR Photograghy Kramenca ndustres.
EFT_FORM.polf Electronk: Funds Transfer Fom £ Kramerica ndustries.

) Cick Add Form o 83d form attschments.
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